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1. Requirements

From version 5.0d HF1 (#2065) DOCUMENTS supports LDAP OVER SSL.

The first prerequisite is that LDAP OVER SLL has been activated on the AD server and that an
LDAP connection can be established via TLS/SSL. This can be checked on the AD via the
command line with the program "ldp":

8 Ldp - disconnected =[a] x

Connection Browse View Options Utilities Help

= 100p_SSIAL W 39.00paag local . 635, 1),
Error 0 = dap_set_option(hLdap, LDAP_OPT_PROTOCOL_VERSION, 3):
rror 0= = Kep_ceneck.dep, WULL),

dnsHostName: w
domainControlier|
domanFunctiona

“hut-First-Site-Name, CN=Stes, Ci=Configuration,DC=dopaag,DC=locat:
forestFunctionald |

highestCommitted
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE:

LOCAL
namngContexts (S): DC=dopaag,DC=local, CN=Configuration DC=dopaag,OC=local; Ch=Schema, CN=Configuration, DC=dopaag,DC=lcal; DC=dopaag,OC=hocal; DC: DC=dopaag,DC=locat;
rootDomainNamingContext: DC=dopaag.DC=local
NeSch

serverliame: Ch=! CN=Defaul-First-Ste-Name,CN=Stes,C! t
NeSchema, CNeC: =dopaag,DC=kcal;

suppon.ac-p.nmus) 1.2.840.113556.1.4.800 = ( ACTIVE_DRECTORY ); 12340“3556! 41670 = (ACTIVE DchTonv /_V51);1.2.840.113566.1.4.1791 = ( ACTIVE_DRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = ( ACTIVE_DRECTORY_V®1 );
1.2:840.113556.1.4.2080 = ( ACTIVE_DRECTORY_V81_R2 ), 1.2.840.113556.1.4 2237 = ( ACTIVE_DIRECTORY.

‘supportedControl (37): 1.2.840.113586.1.4.319 = ( PAGED_RESULT ); 1.2.840.113566.1.4.801 = ( SD_FLAGS ); vzmn:sssnns = ( SORT ); 1.2.840.113556.1.4.528 =  NOTFICATION ); 1.2.840.113556.1.4.417 = ( SHOW_DELETED );
1.2:840,113556.1.4 619 = ( LAZY_COMMIT ); 1.2.840,113556.1.4 841 = ( DRSYNC ); 1.2.840,113556.1.4,529 = ( EXTENDED_DN ); 1.2.840.113556.1.4 805 = ( TREE_DELETE ); 1.2.840,113556.1.4 521 =  CROSSDOM_MOVE_TARGET );
1.2.840.113556.1.4.970 = ( GET_STATS ), 1.2.840.113556.1.4.1338 = ( VERFY_NAME ); 1.2.840.113556.1.4.474 = ( RESP_SORT ); 1.2.840.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413

= (PERMISSIVE_MODIFY ); 2.16.840.1.113730.3.4.9 = (VLVREQUEST ); 2.16.840.1.113730,3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = ( ASQ ); 1.2.640.113556.1.4.1852 =  QUOTA_CONTROL ); 1.2.840.113556.1.4.802 = ( RANGE_OPTION );
1.2.840.113556,1.4.1907 = ( SHUTDOWN_NOTFY ); 1.2.840.113556.1.4.1948 = ( RANGE_RETREEVAL_NOERR ); 1.2.840,113556.1.4.1974 = ( FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = (RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT );
1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ); 1.2.840.113556.1.4.2065 = ( SHOW_DEACTIVATED_LINK ); 1.2.840.113556.1.4. 2066 = ( POLICY_HINTS_DEPRECATED ); 1.2.840.113556.1.4.2090 = ( DIRSYNC_EX ); 1.2.840.113556.1.4.2205 = (
UPDATE_STATS ); 1.2.840,113556.1,4 2204 = ( TREE_DELETE_EX ); 1.2.840.113556.14.2206 = { SEARCH_HINTS ); 1.2.840,113556.1.4 2211 = ( EXPECTED_ENTRY_COUNT ); 1.2.840,113556.1.4. 2239 = ( POLICY_HINTS ); 1.2.840.113556.1.4.2255;
1.2.840.113556.1.4.2256;

supportedLDAPPolicies (19): 3 3 3 e’

onn; Conn; imt, imtPercent;

supported DAPVersion (2): 3
SupporedSASLechanins (¢ (A) ; GSSAPY GSS-SPNEGO; EXTERNAL; DIGEST-UDS

Figure 1: Idp -> connect -> SSL

A successful SSL connection setup is logged accordingly.

It is also assumed that you are familiar with setting up and configuring the LDAP job on
standard port 389 (unencrypted) (e.g. using the LDAP Configuration Wizard in the
DOCUMENTS Manager).

In the following, only those points are listed where there are deviations from the LDAP
standard configuration:

e Generation of the necessary PEM certificate file for the TLS/SSL connection between
the DOCUMENTS server and the AD (LDAPS).

e Testing the Connection Parameters and Configuring the DOCUMENTS Server to Use
TLS/SSL
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2. Certificate chain of the AD server

In the following, a "certificate" file in PEM format for the DOCUMENTS server is generated

from the SSL certificate of the AD server.

Certification Path

Certification path
ﬁ] dopaag-W 12DOPAAG-CA-1

ERER |\ 12dopaag. dopaag.local

View Certificate

Certificate status:

’Tms certificate is OK.

Figure 2: SSL — Certificate LDAP-Servers

General | Details | Certification Path |

|7_“‘ Certificate Information

This certificate is intended for the following purpose(s):
+ Ensures the identity of a remote computer
* Proves your identity to a remote computer
+ KDC Authentication
= Smart Card Logon

Issued to: w12dopaag.dopaag.local

Issued by: dopaag-W12DOPAAG-CA-1

Valid from 17.12.2019 to 16.12.2020

Issuer Statement

The figure above shows the SSL certificate of the AD machine named "w12dopaag". The
certificate was issued by the CA "CA-1". To verify the connection, the DOCUMENTS server

only needs the root CA, which is exported below.

Important note

Only the top certificate (CA-1) must be exported.

Based on the certificate, a "PEM certificate" file is created in a few steps, which must then be

stored on the DOCUMENTS server.

1) The certificate at the end of the certificate chain and possible intermediate certificates

do not have to be considered further.
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| General | Certification Path

Certification path

dopaag-W 12DOPAAG-CA-1

5] wi2dopaag.dopaag.local

View Certificate

Certificate status:

IThis certificate is OK.

Figure 3: Select and view root certificate

2) On the detail dialog for the certificate "CA-1" a certificate export can now be initiated via

the button "Copy to file".

General | Detais | Certification Path |

Certification path
paag-W 12DOPAAG-CA-1

View Certificate

Certificate status:

’ms certificate is OK.

[ox ]

Figure 4: Start a certificate export on the opened root certificate

LDAP over TLS

| General | Detais | certification Path |

Show: | <al> v]
Field value ~
[]version v3
[ serial number 7aadd7c7 1e 6006 88 4e bD... =
[-]signature aligorithm shalRSA
[signature hash algorithm ~ sha1
[=] 1ssuer dopaag-W12DOPAAG-CA-1, d...
[]valid from Dienstag, 17. Dezember 2019 ...
[E]valid to Dienstag, 17. Dezember 2024 ...
[l subject dopaag-W1200PAAG-CA-1, d... v




3) Export the certificate "Base 64 encodes X.509 (.CER)" e.g. to the file "adroot.cer".

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
| @ Bese-64 encoded x.509 (.cex) |

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
["]indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (.PFX)
[T1ndude all certificates in the certification path if possible
"] Delete the private key if the export is successful
"] Export all extended properties

() Microsoft Serialized Certificate Store (,SST)

Figure 5: Initiate base-64-encoded certificate export

4) Rename the file adroot.cer to adroot.pem (the base-64 encoded X.509 (.CER) format
corresponds to the PEM format).

The adroot.pem must then be made available to the DOCUMENTS server so that it can access
it, for example by storing it in the server directory.

Note

A correctly configured LDAPS server implicitly delivers possible intermediate certificates
during TLS/SSL handshake. If this does not happen due to incorrect configuration, additional
intermediate certificates can be added to the pem file.
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3. DOCUMENTS-LDAPS-configuration

First, the test script "otrTestLdapConnection.xml|" must be imported. The file is delivered
with the test script and is located in the directory "\server\scriptlibs\Ldap\"

Application  Server settings Administration Documents Help

Bl New & Edit €3 Update 3 Delete & Print 4 Configure € Back = Next # Home

> Adi strati
> & Adminstiation Welcome to DOCUMENTS 5
> & User Management
> E Content
~ £¥ Documents
] 5] Erim= 0 4[]« sever > scriptiios > Ldap v &) [ SearchLaop 2]
8 Public Folders 0
= [ Filetypes 0 Organize v New folder = T @
E‘:“Tpi‘;““”es @ & Downloads # | Name - Date modified Type
ile-lin
(= § Search categories 0 B Desktop [ 01_LDAP_Scriptsxml 12/12/201912:21 PM ML
(7 Distribution Lists 0 Documents & 02_LDAP_ConfigurationFiletypexmi 1212020191221 PM XML
A Workflows 0 & Pictures 4 2 03 LDAP_ConfigurationFolderxm 121220191221 PM XML
% Filing plans 0 5 LDAP_ConfigurationFiletypexmi 02017 1616 AM XML
A @ OneDrive
## Number ranges 0 2 LD4P_ConfigurationFolderxmi 8/7/2017 2:22 PM XML
> [@ Scripts 1 [ This PC [&f LdapTestScripts.xml 12/12/2019 11:58 AM XML
I Scripting categries 0 | otrTestLaapCannectionami 12/6/2019 2:09 PM XML
B, g wonitoring — programs (D)
> &9 Inbox  store®)
(4 Clipboard 0
& Favorites 0 i Network gia i I 5
Y Filter favorites 0
File name: | atrTestLdapConnection.crml v [AMLDatei V]

Figure 6: XML-Import openLdapSSLConnection.xml/

The connection data must then be configured as script parameters and the script executed.
(Please do not make any changes to the script source code, as it is sighed and can therefore
be executed without a scripting license).

General | Description | Job | Testing | Properties |

Name [ otrTestLdapConnection ]

Portak-Script category [< -» Vo

Source code from server/scriptlibs ‘ I

Source code
1 #crypt
5250564f5¢" 1 501 Jlsw 3b5c17495508116d 10114 55¢! 5640616706073
5adc4f64485f1d091c09421e096a72155b 14 6278: 1e096a7a155b145859406046415762785¢ 1d09|:09421d)96a7a155h|4585@404
ETMSSMTMMSOFDTZAH 1¢096a7a155b1 cﬂ%a?ﬂ‘ 1. 1e096a7al
62 2€3c2e004756693b5¢174950180222020¢c0e2 1f4250570: b 162 15045571
560]524922??0553551.1 104232l2:41415ﬁb03134c25mI%Jmm 17051 5495711033: 774b02581b100c30f4214203b54243;
283¢1a03041 452135426254b13701 b0 1001e4855451f 1844100719630
0c1b2d39112432266958521841 srdsuuwww 16687cA 1203e5602520500432€0211£3d213210d07695852534572411447622€3b5:
216096a7a155b347f5b4 1e096a7a155b1 ool ) 0Sadedf6
485f1d091c09421e09627a1 55b1458594060464f 5742 5£797d0e163b4b1e5445410a03 5c432e394c 134201 5201290a12382e2611330f426958525¢4050542d52572213764d347f1b193f450e Te
e253a 1120421110708 1001e4853451f1d48283051184¢
00719631802153814181b20163d1710525711 0e1069111 7324a174d1 173d0001100911771
40d60: 94b1e5fd3584a1b5657337957065c07151924040¢ 1006555711 5587 e7abbdc
77 2775e1755061
6849425, 19520e19; 4584f0d190c 1952061972630 )7066687743587e7a6b052¢1121515254740e405730334212194
a 4071e3a04 10! 5037b337c7d0b. '541b415695549104811184f43
534244{194{1115:0128050%!7&541!)43496012735&3&2d1 d5654677 A0616bT: 110742421 f281F17082175041612113e020
541f3c221208294d52327b331¢1245290e000f287cf726b6b3c 111b5c0a5e511 b1b‘.\60|334b026501554622171054233115074f0525021b525054571 bT dchSZM:mZ?We@B@‘Ibe‘IBGT 3
10349401¢161742784506445c503579541258055a01220c0b 1 1733000054
222190652202106590d0628155¢5c4b564d014741 342316065!9060715221905536662?97:168173:IO:1elMSN?‘II7413254:204&579’023‘3194:1EZb}dMSQﬂdOdZeﬂﬂcMMlmMSd

| Run script.. || Edit extemnal...
Script parameter e B %X @ 3 "l
HName Type Enumeration values Value / Default Descripti
[Tost TG ““iidopsagdopaaglocal ]
port String 636
enableSSL String true
IdapBascDN String DC=dopaag.DC=local
loginDN String CN=Idapsync,CN=Users,DC=dopasg,DC=local
password String Idapsync
filter String
caCertfile String Di\documentsSiserveradroot.pem

Figure 7: Connection data for SSL access

If the connection could be opened, the following message is displayed in the server window
and on the client:

Connection established with [Domain-Name]
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If the connection cannot be established, the error message is displayed that was passed on
to the server from the openlLdap interface.

Note
If changes have been made to the caCertFile, it may be necessary to restart the
DOCUMENTS server because the openLdap interface caches the certificates.

If the connection test was successful, the SSL-specific parameters for the LDAP job and the
LDAP logon must also be adapted as properties for the client or optionally in the script
"LdapParamDomain".

If the configuration was carried out using the LDAP Wizard in the DOCUMENTS Manager, we
recommend that you set the properties LdapPort, LdapEnableSSL and LdapCaCertFile for the
client (in future versions of DOCUMENTS, this configuration can be carried out in the LDAP
Wizard).

636

true

Dvdocuments5iserveriadroot.pem

[ ok | Ay | [ concel |

Figure 8: LDAP-SSL settings at principal

Optionally the configuration can be made in the script
"server\scriptlibs\Ldap\LdapParamDomain.js" (e.g. if several LDAPS servers have to be
addressed) or if the LDAP scripts were imported into the DOCUMENTS Manager (XML import:
01_LDAP_Scripts.xml), then the configuration in the DOCUMENTS Manager must be made in
the PortalScript "LdapParamDomain".

e

File m Search View Encoding Language Settings Tools Macro Run  Plugins Window 7

BB LB sk e hglaxBR HINELNu s @@ B G %
-_—_—-_

//ldapConfig.LdapGroupFilterGroupDN = "CN=AllGroups, OU=Gruppen, OU=Dortmund, DC=peachit, DC
32 //ldapConfig.syncProfiles=false; //determines if the groups of the user should be syncec
33 //ldapConfig.groupInGroup.recursiveAccessProfiles = true;
34 //ldapConfig.groupInGroup.recursiveUserSearch = true;
=5
36 f;liliilllillliilillllilillililiilllilllli
37 I/ Additional Options
33 ‘,f‘,fillliililillililllliliilllillliilillllili
=)z ldapConfig.enableSSL = true;
40 ldapConfig.caCertFile = "d:‘\\DocumentsS\\server\\adroot.pem"
41 ldapConfig.tcpPort = £36;
42

Figure 9: LdapParamDomain" script with the SSL parameters "enableSSL, tcpPort, caCertFile"
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