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1 Notes on ADV190023/LDAPS/LDAP channel binding/LDAP
signing requirement

Starting January 2020, Microsoft will enforce LDAPS on all Windows Active Directory
controllers via Windows Update.

On Active Directory domain controllers, there are a number of unsafe standard configurations
for LDAP channel binding and LDAP signing. LDAP-channel binding and LDAP-signing
provide ways to increase security for communication between LDAP clients and Active
Directory domain controllers. In an upcoming release in early 2020, Microsoft will provide a
Windows update that will change LDAP-channel binding and LDAP-signing to more secure
configurations by default.

Further information can be found here:

= https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV190023

=  https://support.microsoft.com/en-us/help/4520412/2020-ldap-channel-binding-and-
Idap-signing-requirement-for-windows

= https://support.microsoft.com/en-us/help/4034879/how-to-add-the-
ldapenforcechannelbinding-reqistry-entry

= https://support.microsoft.com/en-us/help/935834/how-to-enable-ldap-signing-in-
windows-server-2008
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2 Adjustments in EASY for Exchange for LDAPS

2.1 EASY for Exchange Configuration Center

EASY for Exchange does not require an update for LDAPS. You only need to change the
configuration of Active Directory controllers in the EASY for Exchange Configuration Center.

To do so, open the E4E Configuration Center and navigate to your server farm. Here, the
configuration for each Active Directory controller must now be adjusted; there is one AD
controller for each Exchange Server created. You can find this in the tab "General™:

Benutzer: superadmin
: 0
£} CONFIGURATION CENTER ciot QDG

Version: 2.0.211.01C5:2.0.211.0

> & System Serverfarm b Server_N
Allgemein  Postfach-Archivierung  Offentliche Ordner-Archivienung  Weitere Einstellungen

> B Archivdefinitionen

Active Directory
> e Regem Active Directory Controller: | | ] | | |
I [ ssL I | Testen |
2 s Regdgmppen Administrator: Passwort: | |
- Anmeldeinfomation: ;Sam.ﬂcmumName ~ I
> £ Serverfarm :
EASY xBASE Exchange Server
Exchange Server |Senrer_N | 2 |443_ |
[J ssL
http://Server N:443/ews‘exchange asmx
Impersonalisierungsbenutzer ||mpU59r | Passwort | ““““ |
Test-E-Mail-Adresse | | | Testen |
dffentlicher Ordner Administrator: | Mail Admin | Passwort | TR |
Archivierungszeit
L
Sonntag
Mantag
Dienstag ) o 5
v e
Ix
Fraitag
Samstag

] 2 4 (] 8 10 12 14 16 18 20 2 0

o [ | I

For an LDAPS connection, enable SSL and use port 636 or to access the global catalog server
(GC), port 3269.

Save your changes at the bottom right.
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2.2 Certificate of the Active Directory Controller

Usually the required certificates are already known on the member servers. If errors occur
when connecting via LDAPS, please check the certificates on the participating servers.

The certificate must be issued for the "server authentication"” and must contain the server
name and the FQDN as "DNS name" entry.

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]
a File Action View Favorites Window Help
e 2HE {2 XE= HE

| Console Root Issued By Expiration Date  Intended Purposes
v @ C.ertificates (Local Computer) adc 14.06. Server Authentication
| Personal
v [ Trusted Root Certification Authorities s Certificate x
| Certificates
| Enterprise Trust General Detalls  Certification Path
" Intermediate Certification Authorities
| Trusted Publishers Show: | <Al ¥
| Untrusted Certificates
| Third-Party Root Certification Authorities Field Value "
| Trusted People [=] Public key RSA (2045 Bits)
| Client Authentication lssuers BP“b“C key parameters 0500
| Preview Build Roots H:5ubject Alternative Name DNS Name=adc, DM5 Name=a...
1 Test Roots Enhanced Key Usage Server Authentication (1.3.6....
| Remote Desktop EKey Usage Digital Signature, Key Encipher...
| Certificate Enrollment Requests EBasic Coljstraints Subject Type=End Entity, Pat...
=] Smart Card Trusted Roots BThumbprlnt OeaDae479e3606608a80a743. ..
| Trusted Devices
| Windows Live ID Teken Issuer DNS MName =adc
DMS Name=adc. Jocal
Edit Properties... Copy to File...

2.3 Adjustments in EASY Archive

Please also note that EASY for Exchange uses the LDAP interface in EASY Archive. To
activate LDAPS in EASY archive, please check the settings according to the chapter
"Directory services" in the EASY archive documentation.
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